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OBJECTIVE 
To introduce the fundamental concepts of ethical hacking and penetration testing. The 
session aimed to provide a practical understanding of reconnaissance, vulnerability 
identification, network scanning, SQL injection basics, and gaining system access in a 
controlled environment. It also focused on understanding attacker mindset, networking 
fundamentals, and commonly used cybersecurity tools. 
 

 
EVENT SUMMARY 
Cyber Forge 2.0 began at 8:55 AM and was conducted by Mr. Joshe Raj, the resource person 
for the event. He introduced the fundamentals of ethical hacking and emphasized the 
importance of thinking like an attacker to identify system vulnerabilities. The session covered 
the phases of penetration testing, starting with reconnaissance techniques such as Google 
dorking to uncover publicly exposed information. Basic SQL injection concepts were 
explained to demonstrate how login pages can be tested for weaknesses. 
The practical segment included SSH configuration, use of Linux networking commands, and 
network scanning using Nmap to identify open ports and services. Mr. Joshe Raj also 
discussed brute force attack concepts, CVE databases for vulnerability identification, and 
introduced the Metasploit framework to explain payloads and system access within a 
controlled environment. The session concluded with an overview of TCP networking 
fundamentals and the importance of securing systems against potential exploits. 
 

 
KEY HIGHLIGHTS 

●​ Introduction to the phases of penetration testing, with emphasis on reconnaissance and 
understanding attacker mindset. 

●​ Demonstration of Google Dorking techniques and basic SQL Injection concepts used 
to identify exposed login pages and databases. 

●​ Practical exposure to network scanning using Nmap, including port scanning and 
service detection. 

●​ Overview of SSH configuration and remote access concepts in a controlled Linux 
environment. 

●​ Introduction to vulnerability identification through CVE databases and payload 
concepts using the Metasploit framework. 
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